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FAQ - Policy Assessment Wizard
This FAQ guides you through the Policy Assessment Wizard.

Step 1

& Policy Assessment Wizard

READ CAREFULLY BEFORE CONTINUING.

By installing and using YMinformer you have agreed to
the terms and conditions of the VMinfarmer EULA which
has the following Warranty and Limitation of Liability
statements. If you do not agree to the terms of the
EULA, do not proceed and click the Cancel button.

LIMITED WARRANTY

THE PROGRAM IS PROVIDED "AS 15" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO
WARRANTIES OF MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE. IN NO EVENT WILL
THE AUTHOR or AUTHORS BE LIABLE TO YOU FOR
ANY DAMAGES, INCLUDING INCIDENTAL OR
CONSEQUENTIAL DAMAGES, ARISING OUT OF THE
USE OF THE PROGRAM, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES. YOU
ACKNOWLEDGE THAT YOU HAVE READ THIS

LICENCE, UNDERSTAND IT AND AGREE TO BE
RNIINN BY ITS TERMS AS THE NNKMPIETE AND

1 Accept the terms and conditions of use

When the Application starts it automatically starts the Policy Assessment Wizard.
Alternatively you can start this wizard from the File Menu by selecting New.

Make sure you tick the check box to “accept the terms and conditions of use”.

Then Select Next.
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Step 2

& Policy Assessment Wizard

Connection Information
Specify information to connect to a VMware environment

Server:
Username:

Password:

Connect using SSL

Cancel

Enter the name or IP address of your Virtual Center or ESX host in the “Server” field in
the screen show above.

The username field is for a “non-root” account only, do not enter root user credentials
here at all.

The password field is for the user account that you entered previously.
Make sure that you are connecting using SSL (selected by default).

When you have finished select Next.
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Step 3

Certificate Problem

'E There is a problem with the server's security certificate.
.

* The security certificate presented by the server was not issued by a trusted certificate authority,
* The security certificate presented by the server was issued for a different server's address.

An incorrectly configured security certificate may cause problems with the operation of the software.

You may continue by clicking Yes or click Mo to stop further server connectivity.

[ Yes ] l Mo ]

After selecting next from step 2 the tool will connect to your ESX host or VC. Once it
has successfully connected you will get a “Certificate Problem” warning screen. This is
normal if you have not setup trusted keys so just select YES. You can turn this warning
off in future from the Tools / Options menu within the tool or by setting up trusted keys.
(refer to VMware documentation on how to do this)

VMinformer Retrieving Virtual Environment

Retrieving Virtual Environment from Server: .

Please wait...

Cancel

After Selecting ‘Yes’ you will see the screen shown above.
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Step 4

& Policy Assessment Wizard

Virtual Environment
Select the Virtual Environment elements to assess

=
= ’ - -
sebdur-bc02
sobdw-pm01
sobidwe-mo01
bba-vpB
voddia-vp-7
peldevp-8

seddivp9
colbesv0B [0
R 1]

Host SSH Connectivity for

User Name:
User Password:

Root Password:

Cancel

The next step in the process is to select and highlight with the mouse, your ESX host
which will be shown in the object tree as seen above. It will be the entry immediately
below the Virtual Environment folder.

The next screenshot will show this. Please note that until you do this you will not be
able to enter any SSH credentials in the “SSH window” underneath the object

tree.
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& Policy Assessment Wizard

Virtual Environment
Select the Virtual Environment elements to assess

= [v] Virtual Environment
O [V] -l iy -

sedd-be02
edie-pmi1
coemall
pevpb
wlbewp-7
sldyvp-8
slbevp9
peldsv05 [

' fm01

=

Host SSH Connectivity for com

User Name: |ssh-user [[] Use these details for all Hosts

User Password: [eeeees

Root Password: [eeeesscess

Next > Cancel

Once you have selected and highlighted your ESX host with the mouse then you will be
able to enter your SSH credentials.

The “User Name” field is a non-root user account, please DO NOT use this field for the
root username.

The Field immediately below this is for the password of the non-root account.
The last field named “Root Password” is your root account password.

If all ESX hosts use the same password then make sure you select the checkbox “use
these details for all hosts”.
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If you are using different credentials for each ESX host then you will need to select each
ESX host in turn and enter the credentials.

Step 5

& Policy Assessment Wizard

Policy Templates
Select Policy Templates to use

Recommended Policies

Select All Deselect All

< Back Cancel

The next screen is the “Policy Template” screen the default policy “Recommended
Policy” is automatically selected.

Click Next.
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Step 6

& Policy Assessment Wizard

& Assessment Wizard Summary

Virtual Environment Settings
A1.27
wdmin

= Server:

= Username:
= 58L: Yes

SSH Settings
= 3SH connectivity: Yes
= Connection Method: SSH

VMinformer

Virtual Environient Selections

= p-vmO0 T -
= piie-be02

v pm01
= o dh-mo0t

= vp-B

= ——p-7

w1

- mmlabian s

Click Finish to start the Assessment or click Back to modify

< Back Finish Cancel

The next screen gives you a summary of your selections. If you are happy to proceed
click the finish button.
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Step 7

Assessment Progress

Acquiring Automatic USB devices from st ovmO1as
Acquiring Port Group VLAN ID from me w-vmO1.

Acquiring Incoming Firewall from » fw-vmO01.

Acquiring Outgoing Firewall from s vmOLas

Acquiring File System Separation from st .vmOLass
Acquiring All VMX File Permissions from = vm0l»

._.

Cancel

Once the wizard completes you will be presented with the main dashboard showing all
of the objects retrieved and the results. The next screen shot shows an example of how
this should look.
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Dashboard - showing results

mer
File Dashboard Tools Help

I LR A Page Width  ~ i)

Environment « | Assessment Dashboard

Erydy Vitual Environment Assessment Summary

R -
@ Do not use promiscuous mode on network intedaces Duration:  00:02:23
-4 e b2
@ Disallow copy and paste between Guest 0S and Remate Consol Policy: Development Assessment m
@ Disallow logging of Gusst 05 Policies, Production

Assessment Policies
(@ Disallow logging of Virtual Environment
@ Prevent Wiiting Setinfo to Guest OS Corfiguration File

(@ Limit Log Rotation Size for Guest 0S ESXHosts: 2
@ Limi Log File Retention for Guest 0S

(@ Limit Guest Info File Size for Guest OS VM Guests:
(@ Ensure Persistent Disks for Guest 0S
545 se-sv05 O

& b dm01

548 e pm01 Risk Summary
(@ Disallow copy and paste between Guest OS and Remote Consol
(@ Disallow logging of Guest 0S

(@ Disallow logging of Virtual Environment

@ Prevent Wiiting Setinfo to Guest OS Corfiguration File

(@ Limit Log Rotation Size for Guest 0S

(@ Limi Log File Retention for Guest 0S

(@ Limit Guest Info File Size for Guest 0S

(@ Ensure Persistent Disks for Guest 0S

4% s mo01

(@ Disallow copy and paste between Guest OS and Remote Consol Low Medium High Info NotSet
@ Disallow logging of Guest 0S Severity

(@ Disallow logging of Virtual Environment

@ Prevent Wiiting Setinfo to Guest OS Configuration File
(@ Limit Log Rotation Size for Guest 0S

(@ Limt Log File Retention for Guest OS

Guests Summary

ed VirtUal environment Assessment Information




